
DeepfakeGenome: Toward Next-
Generation Deepfake Attribution

A comprehensive deepfake detection and attribution 
benchmark named DeepfakeGenome (DFG).

 The DFG contains 100 facial forgery algorithms and 2M images in total. It 
achieves 4× to 100× larger than prior DFA benchmarks. 

 We designed 4 protocols for practical evaluation, including a novel retrieval-
based attribution paradigm.

 Over 2K experimental evaluations are conducted, and 10 insightful 
findings are derived.
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4 Protocols are designed to comprehensively assess 
deepfake detection and attribution performance.

  Finding-1. Traditional Deepfake training settings may not be suitable for 
evaluating emerging algorithms.

  Finding-2. The deviation of clip-style models in sub-class algorithm is 
serious.

  Finding-3. Latent space augmentation and representation learning 
strategies can significantly improve the generalization on new attacks.

  Finding-4. DINOv2 performed best in attribution, while CLIP performed 
best in OOD retrieval.

  Finding-5. RepMix and NPR achieve the best performance among the 
existing attribution methods.

  Finding-6. CLIP generalizes while DINOv2 collapses in OOD settings.
  Finding-7. Frequency and structural traces generalize better than specific 

spatial features.
  Finding-8. Contrastive learning biases the feature space and hurts OOD 

generalization performance.
  Finding-9. The OOD generalization ability of CLIP-ViTs relies heavily on 

pre-trained semantic priors.
  Finding-10. Low-level and high-level features are complementary for OOD 

generalization.

10 highly insightful findings in deepfake detection and 
attribution after 2K experimental evaluations.

DeepfakeGenome attains the largest scale and highest 
richness.

Experiments are conducted for retrieval 
interception scenarios.
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Visualization of 8 synthetic algorithms in 
DeepfakeGenome.
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All images are AIGC-generated. 
No
real
individuals or personal information are included.

 18 * Face Swapping (FS)
 18 * Face Reenactment (FR)
 16 * Face Editing (FE)
 48 * Entire Face Synthesis (EFS)

 41 * GAN
 35 * Diffusion 
 6 * CNN

 The proposed DFG benchmark comprehensively outperforms previous
DFA datasets in terms of both data scale and algorithm diversity.
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 3 * CG
 2 * VAR
 13 * Closed-source

 Protocol-1. Traditional deepfake settings. 
 Protocol-2. Same domain, Same algorithm.
 Protocol-3. Cross domain, Same algorithm.
 Protocol-4. Cross domain, Cross algorithm. 

36 algorithms in FF++ domain as training set, 
and conduct retrieval test for 65 algorithms 
out of FF++ domain, which is  suitable for 
real-world application scenarios.

https://huggingface.co/spaces/DeepfakeGenome/DFG_Page      Project Page:

mailto:wangshunli@fysics.ai
mailto:xinyuzhourain@sjtu.edu.cn
https://huggingface.co/spaces/DeepfakeGenome/DFG_Page

