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Figure 1: Overview of the proposed DeepfakeGenome benchmark. The DFG contains 100 distinct
facial forgery algorithms and 2M images. We design 4 practical evaluation protocols in Deepfake
detection and attribution tasks. Over 2,000 experiments are conducted, yielding 10 insightful findings.

Abstract

In recent years, AIGC technologies are capable of generating hyper-realistic forged
facial images, posing severe threats to facial security safety. To tackle these
challenges, early Deepfake research primarily centered on real-fake classification.
Recently, growing efforts have been devoted to the Deepfake Attribution (DFA)
of generated content. Nevertheless, existing research on Deepfake detection and
attribution faces saturated performance in binary classification, limited diversity in
datasets and algorithms, and imperfect evaluation protocols, which severely impede
practical application. To address these limitations, we propose a comprehensive
deepfake detection and attribution benchmark named DeepfakeGenome (DFG).
It contains 100 facial forgery algorithms and 2M images in total, achieving 4x to
100x larger than prior DFA benchmarks. We further design 4 protocols for practical
evaluation, including a novel retrieval-based attribution paradigm. Unlike previous
open-set evaluation metrics, the proposed retrieval metrics are more aligned with
the real-world active defense situation of blacklist registration mechanisms. Based
on these elaborate designs, we investigate the performance ceiling of deepfake
attribution task. Over 2k experimental evaluations are conducted, and 10 insightful
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findings are derived. We believe this work can provide new insights into the
DFA research field. The Code and Benchmark of DFG are avaliable on https:
//huggingface.co/spaces/DeepfakeGenome/DFG_Page.

1 Introduction

With the rapid advancement of deep learning, AIGC techniques are capable of generating high-fidelity
content within an extremely short period [1} 2]]. These generative technologies have demonstrated
remarkable value in artistic and media creation. Nevertheless, they also pose severe risks to facial
security and identity authentication community. Traditional facial Deepfake detection research
[3L 4] focused on identifying forged contents including face swapping, facial reenactment, and facial
manipulation. With the rapid development of forgery techniques, researchers have moved beyond
the binary detection task, and further focus on tracing the source of forged data to enable targeted
defense. To address this challenge, Deepfake Attribution (DFA) techniques have emerged. Numerous
prior studies [SH12] have dedicated efforts to exploring model-level source attribution for forgery
images. By investigating existing research on Deepfake detection and DFA tasks, we identify three
key challenges prevailing in this field.

* Performance saturation of the binary classification on DFD benchmarks. Current ACC
and AUC metrics in Deepfake detection tasks have approached saturation, indicating that
existing evaluation results are likely unobjective and incomplete.

* Low diversity and limited scale of DFA benchmark. Current DFA benchmarks typically
include fewer than 20 algorithms, resulting in simplified, toy-level models. Consequently,
there remains a substantial gap between existing methods and practical deployment.

» Limitations of DFA assessment metrics. Currently, DFA tasks usually adopt reject class
classification to implement Out-of-Distribution (OOD) detection. However, in the real-world
attack and defense, the update iteration of forgery algorithm is extremely fast. Traditional
DFA metrics cannot meet this evaluation requirement.

An intuitive solution is to construct a more comprehensive and large-scale benchmark. We conduct
thorough integration and deduplication on existing Deepfake and DFA datasets [13} 14} 14 [15 5, [16-
19], and incorporate a series of recently released open-source and closed-source image forgery models
[L, 20424, 21 25]. Ultimately, we construct a benchmark covering 100 facial forgery algorithms. As
illustrated in Tab. [T|and Fig.[3] the proposed DFG benchmark comprehensively outperforms previous
DFA datasets in terms of both data scale and algorithm diversity. In terms of forgery categories, DFG
covers four mainstream manipulation types: Face Swapping, Face Reenactment, Face Editing, and
Entire Face Synthesis. In terms of algorithm architectures, DFG covers GAN, Diffusion, CNN, CG,
and VAR frameworks, as well as Closed-source models. The total number of images reaches 2M. As
shown in Tab.[I] the scale of the DFG dataset is 4x to 100 larger than that of existing DFA datasets.
Sufficient data scale provides a more reliable benchmark for the exploration of DFA algorithms.

Considering the practical deployment of DFA models in real-world scenarios, we design 4 Protocols
in DFG benchmark to comprehensively assess model performance across diverse tasks. It covers
real-fake classification evaluation, deepfake attribution assessment, and retrieval-based attribution
assessment under different dataset partitioning strategies. Notably, we firstly adopt retrieval-based
metrics in clustering tasks [26] for DFA performance assessment. This paradigm is well-suited
for real-world deployment. When confronted with emerging OOD attacks, efficient defense and
interception can be realized by incorporating a small number of fake samples into the flexible blacklist.

Based on the sufficient data scale and effective evaluation protocols, we conduct extensive experiments
and summarize 10 highly insightful findings. After expanding the data volume and algorithm richness,
we were surprised to find that some previous consensus in Deepfake detection and DFA research
was broken. For example, the SOTA myth of fine-tuning CLIP-ViTs [27] does not continue, and
the improvement brought by contrastive learning is less significant than expected. We thoroughly
investigate the above phenomena via qualitative and quantitative evaluations with detailed analysis.
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2 Related Work

Deepfake Image Detection. Traditional Deepfake detection studies [28-34]] primarily focus on
improving the generalization performance of models against unseen forgery attacks. Deepfake
methods can be broadly categorized into two paradigms: Learning Fake Artifacts and Learning Real
Distributions. The former paradigm includes frequency-based methods [28} 29], blending-based
methods [30, 31]], and reconstruction-based methods [32]. These methods attempt to model and
learn inherent forgery patterns to acquire cross-attack generalization capability. In contrast, the
latter paradigm focuses on learning from real samples, which reformulates Deepfake detection as
an anomaly detection task [33][34]]. However, with the continuous scaling of model sizes, existing
benchmarks including FF++ [13], CDF-v2 [35]], and DFDC [36] have gradually reached performance
saturation. Therefore, the deepfake task needs more comprehensive evaluation benchmarks to achieve
objective and holistic assessments of detection models.

Synthetic Image Detection. Unlike Deepfake detection [9} 137, 38| 3] that only focuses on facial
manipulation scenarios, general AIGC detection extends the research scope of synthetic image
detection to more diverse and generalized visual contents. These works can be divided into two
categories based on whether adopting pre-trained foundational models [27139,40]. Some traditional
methods [9} 137] identify synthetic images by modeling forgery artifacts. For instance, NPR [9]
achieves superior generalization performance by modeling artifacts introduced by up-sampling
operations. DDA [37] leverages VAE [41]] reconstruction to achieve strict semantic alignment
between real and fake samples, thereby eliminating inherent biases during the learning process. In
comparison, other methods 38l 3] exploit the pre-trained knowledge in CLIP-ViT [27] and perform
diverse fine-tuning strategies to detect fake images.

Deepfake Attribution. Different from naive real/fake classification, DeepFake Attribution (DFA)
task identifies the specific generation algorithm of fake images, providing more comprehensive
analytical cues for forgery defense strategies. Early studies [42] 43| [11} |44]] primarily focus on
exploring inherent fingerprint characteristics of GAN models. Recent research [45] 46| 29]] has
further extended deepfake attribution to open-world scenarios. Sun et al. [45] introduced OWDFA
benchmark, which aims to perform attribution on semi-supervised setting. Yang et al. [46] propose
POSE framework to attribute images to known models and identify those from unknown ones. Li
et al. [29]] integrated high-pass filters and CLIP-ViT [27] to capture fine-grained forgery features
to perform framework attribution based on reference sets. However, these methods are trained and
evaluated on limited data scale and few algorithms. There remains a substantial gap between these
models and practical applications.

3 DeepfakeGenome Benchmark

Brief introduction of DFG Benchmark. We systematically integrate and deduplicate existing
deepfake and DFA datasets (FF++ [13], DF40 [4], ForgeryNet [14]], DFFD [15], DNA-Det [3],
OSMA [16], Wild-20 [L17], DiFF [18]], DiffusionFace [[19]), and sorted out 92 deepfake algorithms.
After that, we synthesized 8 kinds of recently accessible Text-to-Image algorithms: Qwen-Image
[L], BAGEL [20], HunyuanImage-2.1/3.0 [21} 22], Infinity [23]], Hart [24], Nanao Banana [2[] and
GPT-40 [23]]. As shown in Tab.[9] the DeepfakeGenome benchmark includes 100 kinds of face
forgery algorithms. The total number of frames of the DFG has reached 2M. Tab. [I] and Fig. 3]
compare the DFG benchmark with other DFA benchmarks. It surpasses the existing DFA datasets in
the diversity of algorithms, the volume of frames and the novelty of forgery algorithms.

Fig.[2]demonstrates the distribution of 100 algorithms on two taxonomy. In terms of the forgery types,
DFG contains 4 forgery types: 18 Face Swapping (FS), 18 Face Reenactment (FR), 48 Entire Face
Synthesis (EFS), and 16 Face Editing (FE) algorithms. In algorithm architectures, DFG contains 6
classic Convolutional Neural Network (CNN), 3 Computer Graphics (CG), 41 Generative Adversarial
Network (GAN), 35 Diffusion, 13 Close-source, and 2 Visual Autoregressive (VAR) algorithms.

Data Partitioning Protocols. To fully exploit the abundant data resources contained in DFG, we
designed 4 data partitioning protocols to conduct experiments. Fig. ] distinguishes 4 protocols with
different colors. Tab. in the supplementary material lists the specific algorithms and data
domains in each partition in detail. The overall design criteria are: data in FF++ [13] domain is
for training, and data in other domains is for performance evaluation. In Protocol-1, we follow the



Figure 2: Classify 100 deepfake algorithms in terms of forgery types and algorithm architectures.
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traditional deepfake settings [3]]: training on vanilla FF++ dataset (DeepFakes [55]], Face2Face
[56], FaceSwap [57] and Neural Textures [58]), evaluating ACC and AUC on 59 new algorithms of
DFG (note that all algorithms in DF40 [4] are removed because the performance has been explored in
DFA40 [4] paper). In Protocol-2 & Protocol-3, 36 algorithms generated in FF++ domain are adopted
as the training set, 36 and 34 algorithms in FF++ and CDF domain are adopted as the testing set,
respectively. In this way, Same Domain, Same Algorithm and Cross Domain, Same Algorithm settings
can be constructed. In Protocol-4, we adopt 36 algorithms in FF++ domain as training set, and
conduct retrieval test for 65 algorithms out of FF++ domain and 36 training algorithms. The Cross
Domain, Cross Algorithm setting is most suitable for real-world application scenarios.

Performance Metrics. In Protocol-1, we adopt ACC and AUC in the classic deepfake task [4] 3] as
performance metrics; In Protocol-2 and Protocol-3, since the forgery algorithms in the training and
testing sets are identical, the variation lies solely in the data domain. First, we adopt Accuracy (ACC)
and mean Average Precision (mAP) from multi-class classification tasks as our primary attribution
performance metrics. Furthermore, to rigorously assess the quality of the feature representations
extracted by the model, we introduce Ret-mAP and Ret-Recall from information retrieval tasks as
additional evaluation metrics. Specifically, suppose there are M forgery algorithms in total, and K
samples belong to the j-th class. In the retrieval setting, Ret-mAP measures the model’s capability to
rank relevant samples highly in the retrieved list:
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Figure 4: Four data partitioning protocols of the DFG Benchmark.

where Rank; (i) denotes the rank position of the i-th relevant sample of the j-th class after retrieval
and sorting. To calculate the Ret-Recall, we first randomly sample 10 query instances from a specific
class. We then extract their features and compute the average to obtain a representative query feature
vector, denoted as fquery. Subsequently, we establish a strict threshold 7, based on False Rejection
Rate (FRR), denoted as « (e.g., & = 1% or 0.1%). Under this threshold, we measure the proportion
of relevant negative samples (DeepFakes) that are successfully recalled. The formula for RecallQa
is defined as:

Krecall

RecallQa = y Krecat = Z ]I(Sim(fqueryv fa") > T()t)7 2

J z€S;

where S; represents the set of samples in the j-th class (with |S;| = K), f, is the feature of sample
x, sim(+, -) denotes the similarity metric (e.g., cosine similarity), and I(+) is the indicator function that
equals 1 if the condition is met and 0 otherwise. In Protocol-4, we adopt Ret-mAP, Recall@ 1% and
Recall@0.1% to measure the dynamic interception performance against unseen forgery algorithms.
Note that these metrics are particularly well-suited for Blacklist Interception scenarios in real-world
applications, enabling a rapid and robust response to novel attacks.

4 Experiments & Findings

4.1 Experiment Details

During training, we use the Adam optimizer. The learning rate is set to 2 x 10~ for fine-tuning
CLIP-ViT [27] models and to 2 x 10—* for all other models. The batch size is 32 for both training
and testing, and all models are trained for 20 epochs. All CLIP-ViT [27] models are initialized
with the default CLIP pre-trained weights released by OpenAl. For the ViT [59], CLIP [27]], and
DINO [39] model families, input images are resized to 224 x 224 pixels. For CNN-based mod-
els, images are resized to 256 x 256 pixels. When data augmentation is enabled, the pipeline
includes HorizontalFlipping with probability 0.5; RandomBrightnessContrast with limits
of 0.2 and probability 0.5; HueSaturationValue with probability 0.3; and ImageCompression
with quality sampled from [40, 100] and probability 0.1. GaussianNoise, MotionBlur, CLAHE,
ChannelShuffle, and Cutout are each applied with probability 0.1, while RandomGamma and
GlassBlur are each applied with probability 0.3. All experiments are conducted using an Intel Xeon
Platinum 8255C CPU @ 2.50 GHz and four NVIDIA V100 GPUs with 32GB.

4.2 Deepfake Detection Results (Pro-1)

Finding-1. Traditional Deepfake training settings may not be suitable for evaluating emerging
algorithms. Currently, a general consensus [3]] in deepfake detection task is that fine-tuning the CLIP-
ViT [27]] model can achieve the best generalization performance. However, as shown in Tab.
the generalization results on 59 algorithms does not support this consensus. Specifically, in terms
of ACC, the average performance (0.6563) of Effort [3] is indeed higher than CLIP-ViT-FFT [27]]



Table 2: ACC & AUC on 59 algorithms in terms of algorithm types. The highest and second
performance of each row are highlighted.

| Basic Backbone | Finetuned CLIP | Reconstruction-based |  Frequency-domain | Latent Space | Representation | Aug Adv.
Types Xception  Eff-B4 | CLIP-Vil-FFT  Effort | RECCE SBI F3Net SRM  SPSL | ProDet LSDA | UCF  IID  CORE | sladd
611 [Pxi] 21 [£10] (641 671 (&) (1] mn
FR (3 Algos) 06854 07144 07323 0.8252 | 0.6976 06937 | 07073 06644 06157 | 0.6801 07189 | 07157 06767 07101 | 07033
FS (6 Algos) 06416 0.6637 07752 0.8184 | 06194 06098 | 0.6088 06121 06465 | 0.6167 06128 | 0.6488 06087 06393 | 0.6057
FE (11 Algos) | 05613 05939 0.6315 07586 | 05762 05897 | 0.5908 05846 05643 | 0.5603 0.5908 | 0.5908 0.6080 0.6032 | 0.6051
EFS (39 Algos) | 05923 05486 05664 05895 | 0.6052 06123 | 0.5682 05821 05445 | 05021  0.6841 | 06841 06487 06398 | 05962
Avg. 05962 0.5772 0.6082 06563 | 0.6060 04709 | 0.6127 05898 05621 | 05337 0.6612 | 05881 06385 06365 | 0.6043
FR (3 Algos) 07680  0.8475 08622 09343 | 07722 07813 | 07959 07565 07666 | 0.8306 08027 | 0.8027 07511 07930 | 08015
FS (6 Algos) 07056 0.7249 08610 09017 | 0.6958 06997 | 07403 06728 07175 | 0.6614 06856 | 0.6856 06554 07155 | 06533
FE(11 Algos) | 06493  0.7026 07370 0.8420 | 0.6647 06988 | 07037 0.6434 06330 | 05926 06545 | 0.6545 06632 07282 | 0.6436
EFS (39 Algos) | 0.6316 07400 05983 05737 | 06642 06830 | 05978 06448 05535 | 05139 07511 | 07511 07028 07081 | 0.6092
Avg. 06494 0.6119 0.6643 06754 | 06730 04645 | 0.6926 06531 05959 | 05597 07291 | 06421 06931 07169 | 0.6299

Table 3: ACC & AUC on 59 algorithms in terms of algorithm architectures.

| Basic Backbone | Finetuned CLIP | Reconstruction-based | Freq domai | Latent Space | Representation | AugAdv.
Architecture Xception  Eff-B4 | CLIP-ViT-FFT  Effort | RECCE SBI F3Net SRM SPSL | ProDet LSDA UCF 1D CORE sladd
[oN] 01 661 )
CG (1 Algo) 0.5252 0.5430 0.5837 0.5824 0.4954 0.4823 05072 0.5006  0.5359 | 0.4819 04863 | 0.5064 04751  0.5206 0.4821
GAN (16 Algos) 0.5975 0.6630 0.7352 0.8477 0.6157 0.6135 0.6430  0.5806  0.5894 | 0.5608  0.6395 | 0.6607 0.6122  0.6366 0.5923
Diffusion (29 Algos) 0.5874 0.5396 0.5710 0.6141 0.5926 0.4309 05865  0.5932  0.5665 | 0.5556  0.6440 | 0.5568  0.6479  0.6339 0.6114
Close (11 Algos) 0.6161 0.5508 0.5393 0.5153 0.6277 0.3876 0.6433  0.5983  0.5169 | 0.4464 0.7383 | 0.5757 0.6573  0.6509 0.6146
VAR (2 Algos) 0.6413 0.5981 0.5216 0.5491 0.6579 0.6336 06336 0.6109  0.5436 | 0.5050  0.7475 | 0.5704 0.6900  0.6526 0.6002
Avg. 0.5962 0.5772 0.6082 0.6563 0.6060 0.4709 0.6127  0.5898  0.5621 0.5337  0.6612 | 0.5881 0.6385  0.6365 0.6043
CG (1 Algo) 0.5622 0.5732 0.6284 0.6336 0.5038 0.4873 0.5467 05026  0.5384 0.4746 0.4908 | 0.5493  0.4624  0.5562 0.4672
GAN (16 Algos) 0.6571 0.7299 0.8437 0.9574 0.6995 0.6559 0.7477  0.6453  0.6960 | 0.6004  0.6956 | 0.7556  0.6567  0.7473 0.6045
Diffusion (29 Algos) 0.6404 0.5708 0.6229 0.6194 0.6638 0.4231 0.6658  0.6501 0.5715 0.5767 0.7168 | 0.6196  0.7038  0.7098 0.6404
Close (11 Algos) 0.6666 0.5508 0.5418 0.4410 0.6676 0.3224 0.7016  0.6798  0.5281 04692  0.8147 | 0.5521 0.7249  0.7116 0.6518
VAR (2 Algos) 0.6661 0.6168 0.5199 0.5418 0.7096 0.3033 0.6646  0.6871 0.5486 0.5276 0.8221 | 0.6018  0.7684  0.6864 0.6411
Avg. 0.6494 0.6119 0.6643 0.6754 0.6730 0.4645 0.6926  0.6531  0.5959 | 0.5597  0.7291 | 0.6421  0.6931  0.7169 0.6299

(0.6082), but is slightly lower than LSDA [67] (0.6612). In terms of AUC, the overall performance
of clip-style models [27, 3] (0.6643, 0.6754) are worse than LSDA [67]], IID [69] and CORE [[70]
(0.7291, 0.6931, 0.7169). We argue that the performance degradation of the clip-style model stems
not from poor generalization of CLIP-ViT, but from the over-simplified distribution of the FF++
training dataset. Such a limited dataset causes overfitting when trained with the highly complex
CLIP-VIiT [27] backbone. This also indicates that the existing deepfake evaluation paradigm may
have already fallen behind novel forgery algorithms, and more benchmark explorations are very
necessary.

Finding-2. The deviation of clip-style models in sub-class algorithm is serious. Although the clip-
style models [3]] achieve SOTA AUC performance on FR, FS and FE, it can only achieve 0.5983
and 0.5737 in EFS category respectively. Far behind LSDA [67], IID [69] and CORE [70] (0.7511,
0.7028, 0.7081). One possible explanation is Excessive Semantic Deviation: these models are fine-
tuned from a high-quality real semantic space to produce offset, thus separating the real image from
the easy forgery images in FF++ Datasets. However, when encountering more realistic EFS images
generated by diffusion architectures, the biased decision preference that deviates from real semantics

Diffusion

e_fft

9

CLIP_Lare

Effort

Figure 5: t-SNE visualization of CLIP-ViT-FFT and Effort [3] features on GAN, Diffusion,
Close-source and VAR architectures.



is very prone to errors. This is confirmed by the performance statistics from architecture level in
Tab. 3] The clip-style models [27, 3] outperforms all other models in GAN and CG frameworks, but
lags far behind LSDA [67] and IID [[69] models in the Diffusion, Close-source and VAR frameworks
(the performance gap even reaches 0.2). To qualitatively evaluate the performance of the model on
different architectures, we visualize t-SNE of clip-style models in Fig.[5] Note that some algorithms
are closed considering the clarity. Real samples are colored in gray dots for display. It can be
found that the two models can be clearly distinguished on the GAN architectures. However, there is
confusion in the Diffusion architectures.

Finding-3. Latent space augmentation and representation learning strategies can significantly
improve the generalization on new attacks. LSDA [67] and IID [69] achieve the highest AUC
performance in Diffusion, Close-source and VAR architectures respectively. And these performances
are much higher than other models. This demonstrates that the latent augmentation and represen-
tation learning on FF++ can effectively improve the generalization performance on new forgery
architectures. This finding has important guiding significance for future AIGC detection. While the
specific techniques are also very important. For example, ProDet [66] adopts a progressive feature
augmentation strategy, while LSDA directly combines features across forgery types.

4.3 In&Out-of-Domain Attribution Results (Pro-2&3)

Finding-4. DINOv2 performed best in attri-

bution, while CLIP performed best in OOD
retrieval. As shown in Tab. |5} fully fine-tuned
DINOv?2 [39] achieves the best attribution per-
formance on Pro-2&3 (e.g., ACC and mAP).

Table 4: mAP & Recall of backbones and attribution
methods on Protocol-4.The default rank in LORA is 1.

Ret-Recall Ret-Recall

e . Methods Ret-mAP Avg
This indicates that the low-level multi-crop pre- @1%  ©u1%
training are more effective for capturing subtle Visual BackBones
deepfake fingerprints generated by different ma-  Xception [60] 02493 04586 02916 |0.3331
nipulation algorithms. This phenomenon has ~ F3Net[o3] 02736 04289 02567 103197

10 b ted in [74]. In the retrieval task,  Renet34 21 02745 04242 0276 |0.3249
also been reported 1n (/). 10 the retrieval task, g 3 05753 0.8607  0.7727 |0.7362
the fine-tuning CLIP-ViT [27] demonstrates su-  CLIP-ViT_FFT [27] 0.5507  0.8355  0.7358 |0.7073

: : : : _ CLIP-ViT_LORA [73] | 04687 07819  0.6805 [0.6437
perior performance in retrieval metrics (e.g., Ret- /01 LVIT FFT (0| 03618 06450 04542 |0.4873
mAP and Ret-Recall). This advantage stems — piNOv3-ViT_FFT [40]| 03788 05703  0.4054 |0.4515
frqm the strong global semantic representation Attribution Methods
ability of CLIP model, which provides a good —— o 04997 0aom 103508
start for the learning of model fingerprints. One [0 et g 01535 02151 01257 |o16a7
obvious phenomenon is that the Effort (3] lags  Universal [6] 0.1974 03343 0.1592 [0.2303
behind the fine-tuned CLIP and DINO modelsin ~ LoRAX (7} 03069 05365  0.3635 104023

£ attributi » This indicat OCC-CLIP [] 03131 05482 03463 |0.4025

terms of attribution performance. This indicates  xpg g) 03312 06345 04707 |0.4788
that the conservative SVD fine-tuning strategy  POSE [49] 02476 03522 0.2284 [0.2760
: : : HIFL-IFD [10] 02819 05397 03992 |0.4069
retains most of the semantic featgres in CLIP, Repmix [LT] 02950 04588 02788 [0.3442
but it does not provide much help in attribution  GAN Atribution [#2] | 02061 02756 0.1470 |0.2095

learning.

Finding-5. RepMix and NPR achieve the best

performance among the existing attribution methods. Tab.|5shows that RepMix [11]] and NPR
[9] have achieved the best attribution performance in Protocol-2&3 respectively. The RepMix [[11]
adopted a latent feature mixing strategy to synthesize data from interpolation between existing
samples. Unlike the LSDA [67], the mixing operation occurs between real and fake samples, not
between fake and fake. The latent space feature augmentation can significantly improve the attribution
ability of the model in the same domain, but its performance is very poor in the OOD setting, as
shown in Tab. 4] The core idea of NPR [9] is to detect the forgery fingerprints generated by the
up-sampling operation. In Protocol-4, NPR [9] still achieved the highest performance results, which
demonstrates the effectiveness of adopting the architecture trace. However, their performance still
has a large performance gap compared with the CLIP and DINO series model. This is mainly caused
by the model size and the lack of pre-training knowledge.



Table 5: ACC, mAP & Recall on Protocol-2 & 3 in terms of backbones and attribution methods.r
denotes the rank used in LoRA and ¥ refers to CLIP-ViT without pretraining on large-scale data.

| Protocol-2 | Protocol-3

Methods Ret-Recall Ret-Recall Ret-Recall Ret-Recall
Acc mAP  Ret-mAP @1% @0.1% Avg ‘ Acc mAP  Ret-mAP @1% @0.1% Avg
Visual BackBones
Xception [60) 0.8899 09176  0.9149 0.9515 0.8762 0.910 | 0.7997 0.8501 0.8519 0.8316 0.6824 0.8031
F3Net [63 0.8884 0.9130 0.9106 0.9525 0.8904 0.9110 | 0.8220 0.8606 0.8395 0.8433 0.7177 0.8166
ResNet-34 [72 0.8755 0.9044 0.8899 0.9426 0.8923 0.9009 | 0.7446 0.8116 0.8158 0.8170 0.6140 0.7606
Effort [3 0.8848 0.9154 0.7909 0.9327 0.8943 0.8836 | 0.7595 0.8302 0.7337 0.9002 0.8199 0.8087
CLIP-ViT-FFT [27 0.9021 0.9334  0.9128 0.9786 0.9339 0.9322 | 0.8091 0.8711 0.8776 0.9294 0.8597 0.8694
CLIP-ViT-LORA [73I(r=1) | 0.9091 0.9459 0.8548 0.9555 0.9254 0.9181 | 0.8147 0.8825 0.8029 0.9367 0.8786 0.8631
CLIP-ViT-LORA(r=64) 0.8947 0.9296 0.7744 0.9182 0.8785 0.8791 | 0.7715 0.8520 0.7334 0.8837 0.7765 0.8034
DINOvV2-L-FFT [39 0.9159 0.9511 0.9052 0.9631 0.9329 0.9337 | 0.8355 0.9008 0.8654 0.9259 0.8552 0.8766
DINOv3-L-FFT [40 09130 0.9467  0.9245 0.9768 0.9507 0.9423 | 0.8198 0.8826  0.8818 0.9075 0.8365 0.8656
Attribution Methods

DCT (28 0.5306  0.5561 0.3710 0.6288 0.5343 0.5242 | 0.5211  0.4964 0.4124 0.4564 0.3598 0.4492
DNA-DET [48 0.6235 0.5921 0.7391 0.8176 0.7277 0.7000 | 0.4877 0.5337 0.6295 0.6277 0.4223 0.5402
Universal [6 0.7996  0.8456 0.5367 0.5801 0.4945 0.6513 | 0.6441 0.6955 0.4847 0.4811 0.3451 0.5301
LoRAX [Z 0.8621 0.8916 0.8173 0.8792 0.7924 0.8485 | 0.7361 0.8004 0.7730 0.8234 0.6550 0.7576
OCC-CLIP |8 0.8774 0.8952 0.8871 0.9366 0.8894 0.8971 | 0.7319 0.7820 0.7690 0.7661 0.5666 0.7231
NPR [9 0.8727 0.9028  0.8884 0.9578 0.9058 0.9055 | 0.7597 0.8171 0.8086 0.7975 0.6120 0.7590
POSE [49 0.8453  0.8782 0.7713 0.8320 0.7319 0.8117 | 0.6977 0.7469 0.6593 0.7475 0.5540 0.6811
HIFI-IFDL [10: 0.8260 0.8661 0.8588 0.9359 0.8567 0.8687 | 0.7422 0.7883 0.8025 0.7842 0.6020 0.7438
Repmix [11 0.8904 09173  0.8993 0.9603 0.8914 0.9117 | 0.7655 0.8436  0.8365 0.8317 0.6561 0.7867
GAN Attribution [42 0.7548 0.8017  0.6221 0.6772 0.5585 0.6829 | 0.5784 0.6826  0.5484 0.5098 0.3145 0.5267

4.4 Out-of-Domain Retrieval Results (Pro-4)

Finding-6. CLIP generalizes while DINOv2 collapses in OOD settings. Tab. |4] shows the
performance of each model under Protocol-4 settings, i.e., the retrieval performance under the Cross
Domain, Cross Algorithm setting. Surprisingly, although the DINO models achieve high overall
performance in Protocol-2&3, it lags far behind the CLIP models in Protocol-4. This shows that the
DINO model has a serious over-fitting problem, and the generalization boundary is extremely sharp.
However, the fine-tuned CLIP variants (full fine-tuned, LoRA, and SVD fine-tuned) consistently
outperform DINO models by 20-25% across all metrics on Protocol-4. This phenomenon highlights
a fundamental architectural difference: the dense local representations ability of DINO tends to
overfit specific low-level fingerprints, whereas CLIP’s large-scale contrastive pre-training knowledge
provides generalized semantic priors that prevent collapse on unseen generative methods.

Finding-7. Frequency and structural traces generalize better than specific spatial features.
Tab. E]evaluates the attribution and retrieval performance of common visual backbones 60} 63, 72} 3|
27,139, 140]] and previous attribution methods [28 5H9, 1490 [10L [11} 42]. Surprisingly, the performance
of these carefully designed attribution models is inferior to basic ViT models, especially in the
retrieval task. We also find that models that relying on low-level fingerprints can achieve better
generalization performance. For example, although DCT [28] performed worst on seen domains
(Protocol-2&3), it outperforms more than half of the baselines on Protocol-4. This divergence
in performance shows that capturing different frequency-domain features through discrete cosine
transform provides more advantages in OOD retrieval scenarios than relying on specific spatial
features. The excellent performance of NPR [9] in Protocol-4 confirms this finding. By amplifying
the high-frequency fingerprints introduced by the up-sampling operation, NPR [9] achieves the best
performance in Protocol-4.

4.5 How to Improve Poor OOD Performance?

To explore effective strategies for alleviating poor OOD generalization performance, we conduct a
series of experiments based on CLIP variants.

Finding-8. Contrastive learning biases the feature space and hurts OOD generalization perfor-
mance. Traditional attribution methods [5} [75] usually adopt contrastive learning (CL) to enhance the
feature representation ability, while the counterintuitive phenomenon in Tab. [7|can not support this
experience. Compared with the naive full fine-tune model, CL brings nearly 9% performance drop.
To explain this phenomenon, we carried out a series of explorations and found that this performance
is caused by Overfitting and Semantic Space Collapse during contrastive learning. Fig. [6] visualizes
the pairwise cosine similarity heatmaps between feature representations in Protocol-2 (in-domain
evaluation). The diagonal represents intra-class similarity and other regions represent inter-class simi-
larity. It can be found that the model with CL has higher similarity between different classes, which



Table 6: mAP & Recall of CLIP variants on Protocol-2&3.

| Protocol-2 | Protocol-3
Methods Process Ret-Recall Ret-Recall Ret-Recall Ret-Recall

‘ Acc Ret-mAP @1% @0.1% ‘ Avg ‘ cc mAP  Ret-mAP @1% @0.1% ‘ Avg
CLIP-ViT 0.9021 09334  0.9128 0.9786 0.9339 0.8091 0.8711  0.8776 0.9294 0.8597 0.8694
Vanilla-ViT - 0.8667 0.9038  0.8749 0.9290 0.8254 0.7367 0.8099  0.8163 0.8087 0.6454 0.7634
CLIP-ViT w. CL | 09023 09320  0.9191 0.9703 0.9220 \ 0.9291 \ 0.8193 0.8674 0.8800 0.8965 0.7690 | 0.8464
CLIP-ViT w.LSDA[67] | 0.8975 0.9377  0.9107 0.9748 0.9391 0.9320 | 0.8048 0.8587  0.8674 0.9213 0.8144 0.8533
CLIP-ViT w. aug 0.9128 0.9449  0.9091 0.9756 0.9535 0.9392 | 0.7912  0.8660  0.8643 0.9154 0.8607 0.8595
Effort(3 w. aug 0.8823  0.9096  0.7730 0.9204 0.8768 0.8724 | 0.7539 0.8214  0.7282 0.9038 0.8165 0.8048
CLIP-ViT w. ps=14 0.8783 09170  0.8894 0.9622 0.9217 09137 | 0.7816  0.8381 0.8314 0.8831 0.7908 0.8250
CLIP-ViT w. ps=7 0.7902  0.8385  0.8141 0.8961 0.8034 0.8284 | 0.6136  0.6805  0.6868 0.7509 0.6005 0.6665
Effort w. ps=14 0.8105 0.8646  0.6914 0.8191 0.7655 0.7902 | 0.6782 0.7455  0.6774 0.8278 0.6865 0.7231

Table 7: mAP & Recall of CLIP variants on Protocol-4. Table 8: mAP & Recall of combining features of two
CL denotes the contrastive learning and ps indicates the methods on Protocol-4. { represents the incorporation

patch size in patch shuffie. of Patch Shuffle. By default, patch size is set to 14 to
Ret-Recall Ret-Recall align with the ViT’s token size. * indicates the use of
Methods  Process |Ret-mAP 10" “@g.19% | A% augmented input data.
CLIP-ViT - 0.5507  0.8355  0.7358 [0.7073 Ret-Recall Ret-Recall
CLIP-ViT /o FFT 02758 06220 04892 |04623 Methodl Method2 | Ret-mAP "o, ot Ty g | AVE
Vanilla-ViT - 02553 04050  0.2199 [0.2934
CLIP-ViT - 05507 08355 07358 [0.7073
CLIP-ViT w. CL | 04233 07692  0.6458 [0.6127
- CLIP-ViT! CLIP-VIiT | 06138  0.8651  0.8019 |0.7602
CLIP-ViT - w. LSDA[GT]| 04306 07162 0.6070 |0.5846 oy rp i1 Riport 06204 09070 08469 |0.7944
CLIP-ViT w. aug 03672 06676 05332 (05226 Ll bl 06536 09056 08598 |0.5063
Effort [3] w. aug 0.5849  0.8649  0.7915 |0.7471 M ort - 22000 - -
CLIP-ViT w. ps=14 05428 08196 07456 |0.7026 DINOv2  Effort* 05248 08101 0.6946 0.6765
CLIP-VIiT  w. ps=7 0.4349 0.7390 0.6459 |0.6066 DINOv2  CLIP-ViT | 0.5034 0.8078 0.7186 [0.6766
Effort w, ps=14 04234 06059 04582 |0.4958 DINOv2 CLIP-ViT!| 05263 08329 07639 |0.7077

implies higher confusion between known classes. Consequently, this confusion slightly degrades the
in-domain performance, resulting 0.9291 average performance on Protocol-2 (CLIP-ViT achieves
0.9322), as show in Tab.[6] In addition, we adopted t-SNE diagram to visually compare the features
before and after using comparative learning on Protocol-4 in OOD setting. The degradation of the
feature separability confirms the aforementioned analysis. Due to length constraints, more detailed
and comprehensive analysis is listed in the Appendix [C]

Findings-9. The OOD generalization ability of CLIP-ViTs relies heavily on pre-trained semantic
priors. We compared three ViT model variants to assess the importance of pre-trained knowledge:
a Vanilla ViT [59] without contrastive language-image pre-training, a standard CLIP-ViT with full
fine-tune, and a Frozen CLIP-ViT (zero-shot setting). As shown in Tab.[6] the fine-tuned vanilla ViT
achieves respectable 0.8799 and 0.7634 average performance on Protocol-2&3, respectively. This
performance lags behind the fine-tuned CLIP-ViT with average performance 0.9322 and 0.8694.
However, the fine-tuned vanilla ViT only achieve 0.2934 on Protocol-4, which is extremely lower than
the fine-tuned CLIP-ViT with 0.7073, as shown in Tab. [/{ Even without any fine-tuning, the zero-shot
CLIP-ViT achieves 0.4623 on Protocol-4. These evidences directly confirm that the attribution
robustness of CLIP-ViT models benefits from the large-scale pre-trained priors.

Finding-10. Low-level and high-level features are complementary for OOD generalization. We
conducted a series of experiments to study the complementarity between Low-level Fingerprints
and High-level Semantics, as shown in Tab. 8] To separate these features, we adopt two specialized
models: Effort [3] with data augmentations that emphasizes high-level semantics, while a patch-
shuffled CLIP-ViT [27] is forced to focus on only low-level fingerprints (due to space limitations,
more details are provided in Appendix [E)). Individually, the standard CLIP-ViT achieves an average
performance of 70.73% on Protocol-4, whereas the patch-shuffled CLIP-ViT shows an average
performance drop of about 2% across Protocols. Firstly, combining the standard CLIP-ViT with
models focusing on either high-level semantics (Effort) or low-level fingerprints (patch-shuffled
CLIP-ViT) both bring performance improvements. Specifically, fusing the standard CLIP-ViT
with the patch-shuffled CLIP-ViT brings a 6% improvement on Protocol-4, while fusing it with
Effort gains a 9% improvement.Secondly, the combination of specialized high-level and low-level
models achieves the best results. Combining the patch-shuffled CLIP-ViT with the Effort achieves a
remarkable 10% boost compared to a single standard CLIP-ViT. Interestingly, combining Effort with



cup CLIP with CL cup CLIP with CL

Figure 6: Cosine similarity heatmaps of features on Figure 7: t-SNE visualization of features on 36 out-
Protocol-2. CL indicates contrastive learning. A redder of-domain algorithms on Protocol 4. CL indicates con-
color indicates a higher similarity. trastive learning.

the stronger standard CLIP-ViT performs worse than pairing it with the weaker patch-shuffled variant.
We attribute this to feature redundancy and domain bias: standard CLIP-ViT contains mixed features
with domain-specific bias, which interferes with Effort’s robust semantics, whereas the patch-shuffled
model provides orthogonal low-level cues. These results suggest that effective OOD generalization is
not achieved by naively stacking strong models (see Appendix [D]for further analysis). Pairing pure
high-level semantics with pure low-level fingerprints forms a synergistic representation, enabling
more robust and accurate source attribution.

5 Limitation and Discussion

The semantics of the collected data are not strictly aligned. Because the entire dataset largely refers
to the existing deepfake datasets, and only 8 algorithms (strictly semantic alignment on CelebA) have
been synthesized. Therefore, the performance metrics may not reflect the true attribution performance.
The retrieval mAP and Recall may be affected by semantic information. A straightforward solution
is to re-synthesize all algorithms based on fixed real semantic data. However, this would incur an
enormous workload. We leave this challenging task for future work.

No novel framework are proposed in this paper. This paper presents a systematic evaluation of
deepfake detection and attribution tasks, and explores how classical strategies (e.g., patch shuffle
and data augmentation) can be adopted to explore the performance upper bound of existing models.
Through model combination, we further conduct a complementary analysis of high-level semantic
and low-level fingerprint features. Due to space and time limitations, we did not propose novel
mechanisms and frameworks for deepfake attribution task. Based on our empirical findings, we
highlight several promising research directions, including Latent Space Feature Augmentation, the
Disentanglement of High-level Semantic and Low-level Fingerprint, and Advanced Data Augmenta-
tion Strategies. We believe this work can provide valuable insights and serve as a solid foundation for
future research on deepfake attribution architecture exploring.

A temporal gap exists between DFG and the latest generative models. This work was initiated in
2025, during which we collected a series of SOTA open-source and closed-source algorithms. Repre-
sentative examples include open-source methods such as Hunyuanlmage-3.0 [22] and Qwen-Image
[1]], as well as closed-source solutions including Nano Banana [2] and GPT-4o [25]. Over the past
year, the iteration speed of AIGC algorithms has far exceeded general expectations. Since adjusting
the algorithm composition of the DFG benchmark is rather cuambersome, we retain the original 100
algorithms and do not supplement the most recently released generative models. Nevertheless, this
limitation does not undermine the validity and generalization of the core findings in this paper.

6 Conclusions and Limitations

This work presents a comprehensive DFG benchmark for deepfake detection and attribution. The
DFG covers 100 facial forgery methods and 2M images with a much larger scale than prior DFA
benchmarks. Additionally, 4 practical evaluation protocols are established, including a novel retrieval-
based attribution paradigm that better fits active defense scenarios such as blacklist registration.
Extensive experiments with over 2,000+ evaluations are conducted to summarize 10 insightful
findings. DFG provides a unified benchmark for systematically evaluating deepfake attribution
methods and guiding the development of robust and generalizable attribution systems.
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A Detailed Information of the DFG Benchmark

Detailed list of 100 algorithms. Tab. 9| provides a detailed enumeration of the 100 algorithms in the
DFG benchmark, along with the corresponding domains. Since the first 92 algorithms are collected
from existing Deepfake and DFA datasets [[13| 4, [14} 15} 5, [16H19]], the domain is relatively rich. In
the Domain column, Multi-1 represents CREMA-D, VoxCeleb2, RAVDESS, and AVSpeech. Multi-2
represents FFHQ, CelebA and FF++. Multi-3 represents VoxCeleb2 and CelebA.

Detailed data partition in 4 Protocols. Tab. provide a detailed display of the algorithm
settings under 4 evaluation protocols. The DFG benchmark not only enables extended evaluation in
traditional Deepfake tasks but also provides rich settings on DFA evaluations. The Protocol-2 and
Protocol-3 focus on Same Domain, Same Algorithm and Cross Domain, Same Algorithm, respectively.
Protocol-4 focuses on novel forgery attacks in Cross Domain, Cross Algorithm setting, which is most
similar to threats in the real world.

Visualization of 8 Synthesized Algorithms. We adopt real facial images from the CelebA and
leverage the Qwen3-VL [76] to generate corresponding textual descriptions. In Fig.[9] we present 10
representative cases for intuitive illustration, with the detailed prompts listed in Tab.[T6] It can be
observed that NanoBanana [2]] and GPT-40 [25]] achieve an extremely high level of visual realism.
Meanwhile, open-source algorithms including Qwen-Image [[1]], Infinity [23]], and HunyuanImage-3.0
[22] are also capable of producing highly realistic human portraits. By contrast, the visual quality of
Hart [24], HunyuanImage-2.1 [21]] and Bagel [20] is relatively inferior.

B Detailed Results in Protocol-1

Tab. [2]and Tab. [3|in the main text categorize and summarize the results of the deepfake methods in
Protocol-1. We list all detailed results in Tab. [I4]and Tab. [T3] It should be noted that in Protocol-1,
only 59 new algorithms were evaluated, excluding FF++ [[13]] and DF40 [4]. This design is mainly
based on two considerations: the algorithms adopted in DF40 are no longer innovative, and this
dataset has been widely adopted for evaluating the generalization ability of deepfake models. To
avoid duplicate evaluation efforts, we exclude all DF-40 algorithms in Protocol-1.
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Figure 8: Comparison of feature space properties across evaluation protocols. (a-c) SVD Entropy,
Uniformity, and Silhouette Score for the CLIP-ViT and CLIP-ViT equipped with contrastive learning.
(d) SVD Entropy comparison among Effort, CLIP, and CLIP-ViT equipped with patch shuffle.

C.1 Analysis

To further verify the feature-space degradation discussed in Finding-8, we quantitatively evaluate
the learned representation space using Singular Value Decomposition Entropy (SVD Entropy),
Uniformity [7']l], and Silhouette Score [18]], as shown in Fig. @

SVD entropy. Similar to effective rank [79], SVD entropy measures the information richness and
effective dimensionality of the feature space. A higher SVD entropy indicates that the representation
occupies more informative dimensions, while a lower value suggests dimensional collapse. As shown
in Fig.[8a] the addition of contrastive learning results in a sharp drop in SVD entropy. For example,
on Protocol 2, the entropy decreases from 4.122 to 3.599. This confirms that contrastive learning
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leads to a severe loss of informative dimensions and compresses the representation space into a
lower-dimensional subspace.

Uniformity. We further use the uniformity metric [[77]] to evaluate how evenly features are distributed
on the hypersphere. A lower uniformity value indicates a more uniformly distributed feature space.
However, as shown in Fig. contrastive learning worsens the uniformity score, increasing it from
—3.06 to —2.70. This indicates that the feature space becomes less continuous and less evenly
distributed. Instead of spreading samples across the hypersphere, contrastive learning causes features
to clump together in restricted and crowded regions.

Silhouette score. We also compute the silhouette score [78]], which measures clustering quality by
comparing intra-class compactness and inter-class separation. A negative silhouette score indicates
severe overlap between different classes. As shown in Fig.[8c| although contrastive learning artificially
improves the clustering score on seen domains by forcing training classes to be compact, its score
drops drastically on unseen domains. In particular, on Protocol 4, the silhouette score of the contrastive
model decreases to —0.103, whereas the baseline remains positive at 0.015. This result demonstrates
that the compactness learned by contrastive learning does not generalize to unseen generative methods.
Instead, it amplifies inter-class confusion in out-of-domain scenarios.

Overall, these quantitative results support the conclusion in Finding-8: contrastive learning overfits
the model to the seen training taxonomy, reduces feature diversity, and collapses the continuous
semantic space. This explains why contrastive learning slightly hurts in-domain discrimination but
severely damages out-of-domain generalization.

The negative impact of this distorted space becomes more obvious when evaluating the model on
unseen domains. While the baseline maintains reasonable robustness with scores of 0.8694 on
Protocol 3 and 0.7073 on Protocol 4, the contrastive learning model suffers a severe performance
drop, yielding only 0.8464 and 0.6127, respectively. This decline occurs because the continuous
feature space has been disrupted, causing the features of unseen new generative models to scatter
unpredictably in the space. This phenomenon is clearly visualized using t-SNE in Fig. [/l While
the baseline (Fig. [7h) keeps unseen methods relatively separated, the contrastive model (Fig. [7b)
mixes them into a chaotic and overlapping state. Additional quantitative analyses using SVD entropy,
Uniformity [77], and Silhouette score [78]] are provided in Appendix [C] which further confirm the
feature-space collapse caused by contrastive learning.

C.2 Implementation of Uniformity and SVD Entropy

In this section, we provide the implementation details of the two representation-space metrics used in
our analysis: uniformity and Singular Value Decomposition (SVD) entropy. Given a feature matrix
Z € RY*d where N is the number of samples and d is the feature dimension, all features are first
converted to floating-point tensors. For uniformity, features are additionally /»-normalized before
computing pairwise distances.

C.2.1 Uniformity

Algorithm 1 Uniformity Calculation

Require: Feature matrix Z € RNxd temperature ¢ = 2.0, maximum sample size M = 20,000
Ensure: Uniformity score Ly niform
1: if N > M then
Randomly sample M rows from Z
end if
Normalize each feature: z; < z;/||z;||2
Compute pairwise squared distances: d;; < ||z; — ;|3 forall i < j

Compute Luniform ¢ log (I%\ 2 (ig)ep eXP(—tdij))
return £ niform

N ke
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Uniformity measures how evenly features are distributed on the unit hypersphere. Following [[77]], we
compute the uniformity score as:
2
; 3
2

where t is a temperature hyperparameter and is set to 2.0 in our experiments. A smaller, i.e.,
more negative, value indicates that features are more uniformly spread over the hypersphere. For
computational efficiency, when the number of samples exceeds 20,000, we randomly subsample
20,000 features to estimate this metric.

Z; Z;

L nif rm(z) = 10gE;é exp —t || — e
o 7 ”z’L”Z ||Zj||2

C.2.2 SVD Entropy

Algorithm 2 SVD Entropy Calculation

Require: Feature matrix Z € RY*¢ numerical threshold e = 10~7
Ensure: SVD entropy Hsvp
1: Center the features: Z < Z — mean(Z, dim = 0)
Compute singular values {o;}/_, of Z
Compute spectral energy: \; < o;
Normalize energy: p; < \;/ Z;Zl Aj
Remove numerically unstable entries where p; < €

Compute Hsyp  — >, pilogp;
return Hgyvp

AN U e

SVD entropy measures the effective utilization of feature dimensions. Given the feature matrix Z, we
first center it by subtracting the feature mean:

1 N
Z:NZzi, Z; = z; — . 4)
=1

We then compute the singular values of VA
01,09,...,0, = SVD(Z), o)
where r = rank(Z). The normalized spectral energy is defined as:

o2

Pi= =3 (6)
Zj:l O—_?
The SVD entropy is then computed as:
Hsvp(Z) ==Y pilogp:. O
i=1

A higher SVD entropy suggests that the representation uses more informative dimensions, while a
lower value indicates that the feature space is concentrated in fewer dominant directions, suggesting
potential dimensional collapse.

D More Analysis of Finding-10

More details of the fingding-10

A further comparison reveals that combining Effort with the stronger standard CLIP-ViT performs
worse than pairing it with the weaker patch-shuffled CLIP-ViT. We attribute this phenomenon to
feature redundancy and domain bias. The standard CLIP-ViT learns a mixture of low-level and high-
level features, where high-level semantics are often biased toward seen domains. When combined with
Effort, these biased features overlap with Effort’s semantic representations and introduce interference.
In contrast, the patch-shuffled CLIP-ViT provides purely low-level signals, as spatial semantics are
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removed by patch shuffling. This minimizes feature overlap while maximizing complementarity
between models. Nevertheless, not all model combinations are beneficial. For example, as shown in
Tab. [§] combining DINOvV2 with other models degrades performance, likely due to severe feature
interference and redundancy. These observations further confirm that naive ensembling of strong
models is suboptimal for OOD generalization. Instead, constructing orthogonal feature spaces—by
combining pure low-level fingerprints and high-level semantics—is the key to achieving robust
cross-domain generalization.

SVD Entropy Analysis of Effort

To further support the analysis in Finding-10, we measure the Singular Value Decomposition (SVD)
entropy of different models, as shown in Fig. SVD entropy serves as a metric for the information
richness and effective dimensionality of the feature manifold. A higher SVD entropy indicates that
the representation preserves more informative directions and is less likely to suffer from feature-space
collapse. The results show that Effort maintains consistently higher SVD entropy across all protocols.
This suggests that Effort better preserves the pre-trained CLIP-ViT representation space, while full
fine-tuning tends to reduce the diversity and dimensionality of the feature manifold. This difference
becomes especially clear on the fully unseen Protocol 4. The entropy score of Effort reaches 5.2455,
significantly surpassing the 4.5680 of the fully fine-tuned CLIP-ViT and the 4.2117 of its patch-
shuffled variant. This quantitative evidence supports our conclusion that Effort’s out-of-domain
robustness comes from preserving the pre-trained semantic structure. Unlike CLIP-ViT-FFT, which
aggressively adapts the feature space to seen-domain fingerprints, Effort retains a richer and more
continuous representation manifold. Therefore, when low-level artifacts are unreliable or corrupted,
Effort can still rely on robust high-level semantic cues, leading to better generalization on unseen
generative methods.

E Analysis on Low-level Fingerprints and High-level Semantics

To investigate the differences between the fully fine-tuned CLIP-ViT and Effort, which preserves
the vast majority of pre-trained semantic information, we conducted patch shuffling and data aug-
mentation experiments as shown in Tab. [6]and Tab.[7] First, for CLIP-ViT-FFT, when applying patch
shuffling at the default 14 x 14 resolution, which disrupts global spatial semantics while preserving
local details, CLIP-ViT-FFT exhibits remarkable robustness. It shows minor performance drops of
1.85% and 4.44% on Protocols 2 and 3, and a negligible drop of merely 0.47% on the unseen Protocol
4. This indicates that destroying spatial semantics barely affects its out-of-domain performance. How-
ever, reducing the shuffle granularity from 14 x 14 to 7 x 7 leads to a significant performance decline,
as finer shuffling destroys not only global semantics but also the local spatial consistency aligned with
the Vision Transformer tokenization scale. Conversely, corrupting low-level information yields the
exact opposite effect. While standard data augmentations and latent space domain augmentation(i.e.,
LSDA) achieve comparable or even better performance on the seen domains of Protocol- 2&3, they
cause massive performance drops of 18.47% and 12.27% respectively on Protocol-4. This clear
difference exposes a critical mechanism: full fine-tuning causes the model’s high-level representations
to severely overfit to the seen domains. As a result, the model’s generalization ability relies almost
entirely on local, low-level fingerprints. However, when data augmentation corrupts these low-level
details, the model is forced to rely more on its high-level features. Since these high-level features are
already overfitted, this forced reliance inevitably leads to a drop in robustness and poor generalization.
In contrast, the Effort exhibits improved OOD generalization when subjected to data augmentations.
Unlike CLIP_L_FFT, Effort freezes the vast majority of CLIP’s pre-trained semantic features, this
allows the model to map unseen generative methods into distinct clusters within this broad semantic
space and effectively prevents the high-level overfitting observed in CLIP-ViT. When augmentations
like blurring corrupt low-level details, Effort is forced to concentrate on its well-preserved, high-level
semantic features, which inherently enhances its robustness.
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Table 9: Summary of 100 facial forgery algorithms in DeepfakeGenome benchmark.

Dataset Task ID Algorithm Venue Type Domain FF++ Train FF++ Test Other Real Other Fake
FS 001 Deepfakes % None GAN FF++ 22928 4454 - -
FS 002 FaceShifter ArXiv 2019 CNN  FF++ 22968 4479 - -
FF++ [13] FR 003 NeuralTextures [58] TOG 2019 GAN FF++ 22973 4479 - -
FR 004 Face2Face CVPR 2016 CG  FF++ 22991 4480 - -
FS 005 FSGAN [81] ICCV 2019 GAN FF++ & CDF 21815 4455 CDF-5.5k 19601
FS 006 SimSwap [82] MM 2020 GAN FF++ & CDF 31350 4468 CDEF-5.5k 20322
FS 007 BlendFace 183 ICCV 2023 GAN FF++ & CDF 22513 4467 CDF-5.5k 20323
FS 008 e4s CVPR 2023 GAN FF++ & CDF 22779 3663 CDEF-5.5k 9198
FS 009 FaceDancer 1831 WACV 2023  GAN FF++ & CDF 22747 4458 CDF-5.5k 20252
FS 010 MobileSwap |8 AAAT 2022 GAN FF++ & CDF 22824 27279 CDF-5.5k 20243
FS 011 InSwapper None GAN FF++ & CDF 27988 3762 CDEF-5.5k 13433
FS 012 UniFace [8 ECCV 2022  GAN FF++ & CDF 11794 4465 CDF-5.5k 19881
FS 013 FaceSwap [57] None CG  FF++ & CDF 22852 4461 CDE-5.5k 20173
FS 014 DeepFaceLab [89] None Close UADFV - - 1547 3122
FR 015 Sadtalker [90] CVPR 2023 GAN FF++ & CDF 22797 4416 CDEF-5.5k 20986
FR 016 MRAA [9]] CVPR 2021 GAN FF++ & CDF 22811 4456 CDF-5.5k 20273
FR 017 LIA [92] ArXiv 2022 GAN FF++ & CDF 22811 4448 CDEF-5.5k 19806
FR 018 FS_vid2vid [93] ArXiv 2019 GAN FF++ & CDF 22815 4468 CDF-5.5k 19890
FR 019 Wav2Li Z!\ MM 2020 GAN FF++ & CDF 22682 4379 CDF-5.5k 20814
FR 020 DaGAN [93] CVPR 2022 GAN FF++ & CDF 22646 4412 CDEF-5.5k 19284
DF40 3] FR 021 ll\-l/ly erreenact [ ICCV 2023 GAN FF++ & CDF 18783 4480 CDF-5.5k 20503
FR 022 Net ICCV 2023 CNN FF++ & CDF 22613 4401 CDF-5.5k 19201
FR 023 OneShot [98 CVPR 2021 CNN FF++ & CDF 22959 4471 CDF-5.5k 20625
FR 024 PIRender ICCV 2021 CNN FF++ & CDF 22914 4479 CDEF-5.5k 20185
FR 025 TPSMM [100] CVPR 2022  CNN FF++ & CDF 22964 4443 CDF-5.5k 20587
FR 026 FOMM [101] NIPS 2019 CNN FF++ & CDF 22811 4455 CDEF-5.5k 20278
FR 027 HeyGen [102] None Close VFHQ - - 7536 1605
EFS 028 VQGAN [103] CVPR 2021 GAN FF++ & CDF 18007 3711 CDEF-5.5k 28174
EFS 029 StyleGAN3 NIPS 2021 GAN FF++ & CDF 18007 3711 CDF-5.5k 28174
EFS 030 StyleGAN- XL H SlgGraph 2022 GAN FF++ & CDF 18007 3711 CDF-5.5k 28174
None GAN  WhichisReal - - 1000 1001
NIPS 2020 Diff FF++ & CDF 18007 3711 CDF-5.5k 28174
CVPR 2022 Diff FF++ & CDF 18007 3711 CDEF-5.5k 28174
CVPR 2024 Diff FF++ & CDF 18007 3711 CDF-5.5k 14027
ArXiv 2023 Diff FF++ & CDF 18007 3711 CDE-5.5k 28174
1nel ICCV 2023 Diff FF++ & CDF 18007 3711 CDF-5.5k 28174
| ArXiv 2021 Diff FF++ & CDF 18007 3711 CDEF-5.5k 28174
[13] TOG 2021 GAN FF++ & CDF 22993 4479 CDEF-5.5k 18650
FE 039 StarGAN [114] CVPR 2018 GAN  CelebA - 1984 1984
FE 040 StarGANV2 [115 CVPR2020  GAN CelebA - - 2000 2000
FE 041 StyleCLIP [116] ICCV 2021 GAN CelebA - - 1000 2824
FR 042 ATVG-Net [T17] CVPR 2019 GAN Multi-1 - - ForgeryNet-1w 5209
FR 043 FirstOrderMotion [118] ~ NIPS 2019 GAN Multi-1 - - ForgeryNet-1w 10000
FR 044 Talking-headVideo [119] TOG 2019 GAN  Multi-1 - - ForgeryNet-1w 10000
FE 045 DiscoFaceGAN [120) CVPR 2020 GAN Multi-1 - - ForgeryNet-1w 10000
ForgeryNet [[4] FE 046 MaskGAN CVPR2020  GAN Multi-1 - - ForgeryNet-1w 10000
FE 047 SC-FEGAN ICCV 2019 GAN  Multi-1 - - ForgeryNet-1w 2600
FS 048 MMre lacement CVPR 2021 CG  Multi-1 - - ForgeryNet-1w 10000
ES 049 CVPR 2021 GAN Multi-1 - - ForgeryNet-1w 10000
FS 050 SBS CVPR 2021 GAN Multi-1 - - ForgeryNet-1w 10000
E 051 FaceAPP None Close Multi-2 - - CelebA-1w 6309
DFFD EFS 052 StyleGAN CVPR 2019 GAN Multi-2 - - CelebA-1w 9999
FS 053 ProGAN ArXiv 2017 GAN  Multi-2 - - CelebA-1w 9982
EFS 054 MMDGAN ArXiv 2018 GAN  CelebA - - CelebA-1w 10000
EES 055 SNGAN ArXiv 2018 GAN  CelebA - - CelebA-1w 10000
DNA-Det EFS 056 CramerGAN ArXiv 2017 GAN  CelebA - - CelebA-1w 10000
FS 057 InfoMax-GAN WACV 2021  GAN CelebA - - CelebA-1w 10000
EFS 058 SSGAN [130 CVPR 2019 GAN  CelebA - - CelebA-1w 10000
OSMA [I6] FE 059 AtGAN [I31] TIP 2019 GAN  CelebA - - CelebA-5k 5301
EFS 060 Adobe Firefly [132] None Close 1k Prompts - - CelebA-1k 1000
EFS 061 DALL-E3 [133] None Close 1k Prompts - - CelebA-1k 1000
EFS 062 Freepik [134] None Close 1k Prompts - - CelebA-1k 1000
EFS 063 Leonardo AL None Close 1k Prompts - - CelebA-1k 1000
EFS 064 Starry AI [130] None Close 1k Prompts - - CelebA-1k 1000
EFS 065 DALLE ArXiv 2021 Close 1k Prompts - - CelebA-1k 1000
EFS 066 Deep Al [138! None Close 1k Prompts - - CelebA-1k 1000
WILD-20 [I7] EFS 067 Hotpot AI [139] None Close 1k Prompts - - CelebA-1k 1000
- EFS 068 FLUX.I [140] None Diff 1k Prompts - - CelebA-1k 1000
EFS 069 FLUX 1.1 Pro None Diff 1k Prompts - - CelebA-1k 1000
EFS 070 SD 3.5 Large CVPR 2022 Diff 1k Prompts - - CelebA-1k 1000
EFS 071 SD XL Turbo CVPR 2022 Diff 1k Prompts - - CelebA-1k 1000
EFS 072 NVIDIA Sana PAG ICLR 2025 Diff 1k Prompts - - CelebA-1k 1000
EFS 073 Stable Cascade [144] Arxiv 2023 Diff 1k Prompts - - CelebA-1k 1000
EFS 074 SD Attend&Excite [145] SlgGraSh 2023 Diff 1k Prompts - - CelebA-1k 1000
Hunyuan-DiT ArXiv2024  Diff 1k Prompts - - CelebA-1k 1000
None Diff Multi-3 - - CelebA-1w 10000
CoRR 2023 Diff Multi-3 - - CelebA-1w 10000
ICCV 2023 Diff Multi-3 - - CelebA-1w 10000
ICCV 2023 Diff  Multi-3 - - CelebA-1w 10000
DiFF [T8] ICLR 2024 Diff  Multi-3 - - CelebA-1w 10000
CVPR 2023 Diff  Multi-3 - - CelebA-1w 10000
ArXiv 2022 Diff  Multi-3 - - CelebA-1w 10000
CVPR 2023 Diff  Multi-3 - - CelebA-1w 10000
CVPR 2023 Diff  Multi-3 - - CelebA-1w 10000
CVPR 2023 Diff Multi-3 - - CelebA-1w 10000
ICCV 2023 Diff Multi-3 - - CelebA-1w 10000
ICLR 2022 Diff  CelebA - - CelebA-1w 10000
CVPR 2022 Diff  CelebA - - CelebA-1w 10000
. CVPR 2022 Diff  CelebA - - CelebA-1w 10000
DiffFace CVPR2022  Diff Prompt+img - - CelebA-1w 10000
ICLR 2022 Diff Prompt+Img - - CelebA-1w 10000
DiffSwap [160) CVPR 2023 Diff MM-CelebA-HQ - - CelebA-1w 10000
EFS 093 Qwen -Image ArXiv 2025 Diff  CelebA - - CelebA-5k 4869
EFS 094 B @ ArXiv 2025 Diff  CelebA - - CelebA-5k 4937
EFS 095 Hunyuanlmage -2.1 @} ArXiv 2025 Diff CelebA - - CelebA-5k 4808
i FS 096 Hunyuanlmage 3.0 ArXiv 2025 Diff  CelebA - - CelebA-5k 5000
Synthetized EFS 097 Infinity 23] CVPR 2025 VAR CelebA - - CelebA-5k 4955
FS 098 Hart [24] ArXiv 2024 VAR  CelebA - - CelebA-5k 4884
EFS 099 Nano Banana [2] None Close CelebA - - CelebA-1k 1000
EFS 100 GPT-4o [25] None Close CelebA - - CelebA-1k 977
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Table 10: Protocol-1 training and testing algorithms.

Training Set Algorithms

DeepFakes 551,  Face2Face
FaceSwap [57], NeuralTextures [58]

1561,

Hunyuan-DiT [146], Midjourney , SD XL [148]], FreeDoM_T [149], HPS , SDXL Refiner

ATVG-Net [[[17], FirstOrderMotion [118], Talking-headVideo [119], DiscoFaceGAN [120], MaskGAN
[121ll, SC-FEGAN [[i22], MMreplacement [14], DSS ([i4],
ProGAN [125], MMDGAN [126], SNGAN [127], CramerGAN

SBS Ilm FaceAPP [123], StyleGAN [124],
InfoMax-GAN [129], SSGAN [130],

], Leonardo AI [133], Starry Al [136],

3|
DALLE 1 [137], Deep Al [I38], Hotpot A [139], FLUX.1 [[40], FLUX 1.1 Pro [141], SD 3.5 Large
[142], SD XL Turbo [142], NVIDIA Sana PAG [143], Stable Cascade [144], SD Attend&Excite [143],

, Freepik

(48],

DreamBooth [I51], DiffFace [I52], DCFace [153]l, Imagic [154], CollabDiff [I55], CycleDiff [I56], PNDM
[I571, P2/ADM [I58], LDM (142}, SD v1.5 (142}, SDEdit [T59], DiffSwap [160], Qwen-Image [II, BAGEL
[201, HunyuanImage-2.1 [21]l, HunyuanImage-3.0 [22]], Infinity (23], Hart [24]], Nano Banana [2], GPT-40

Table 11: Protocol-2 training and testing algorithms.

Training Set

Test Set

Deepfakes [35], FaceShifter [80], NeuralTextures [58], Face2Face [56],
FSGAN [81], SimSwap 821, BlendFace [83], e4s [84], FaceDancer [85],
MobileSwap [86], InSwapper [§7], UniFace [88], FaceSwap [57], Sadtalker
[901, MRAA - LIA , FS_vid2vid , Wav2Lip [94], DaGAN
Hyperreenact [96], MCNet [97], OneShot [98], PIRender [99], TPSMM
[T00], FOMM (1011, HeyGen [102], VQGAN [103], StyleGAN3 [104],
StyleGAN-XL {I05], DDPM {1071, SD-2.1 [T08], RDDM [109], PixArt-cx
[T10], DIT-XL/2 [T11], SiT-XL/2 [112], ede [113]

Deepfakes [55], FaceShifter [80], NeuralTextures [58], Face2Face [56],
FSGAN [8T1], SimSwap [82], BlendFace [83], e4s [84], FaceDancer [85],
MobileSwap [86], InSwapper [§7], UniFace [88], FaceSwap [57], Sadtalker
[901, MRAA [O1], LIA [92], FS_vid2vid [93], Wav2Lip [94], DaGAN [95],
Hyperreenact [96], MCNet [97], OneShot [98], PIRender [99], TPSMM
[100], FOMM (1011, HeyGen [102], VQGAN [103], StyleGAN3 [104],
StyleGAN-XL {I05], DDPM {1071, SD-2.1 [T08], RDDM [109], PixArt-cv
[T10], DIT-XL/2 [T11], SiT-XL/2 [112], ede [113]

Table 12: Protocol-3 training and testing algorithms.

Training Set

Testing Set

Deepfakes [55], FaceShifter [80], NeuralTextures [58], Face2Face [56],
FSGAN [8T1], SimSwap [82], BlendFace [83], e4s [84], FaceDancer [85],
MobileSwap [86], InSwapper [87], UniFace FaceSwap [57], Sadtalker
[901, MRAA [O1], LIA [92], FS_vid2vid [93], Wav2Lip [94], DaGAN [95],
Hyperreenact [96], MCNet [97], OneShot [98], PIRender [99], TPSMM
[100], FOMM [I01], HeyGen [102], VQGAN [103], StyleGAN3 [104],
StyleGAN-XL {I05], DDPM {1071, SD-2.1 [T08], RDDM [109], PixArt-cv
[T10], DIT-XL/2 [111], SiT-XL/2 [112], ede [113]

FSGAN [81], SimSwap [82], BlendFace [83], e4s [84], FaceDancer [85],
MobileSwap [86], InSwapper [871, UniFace [88], FaceSwap [57], Sadtalker
{001, MRAA [OT], LIA [92], FS_vid2vid [93], Wav2Lip [04], DaGAN {031,
Hyperreenact [96], MCNet [97], OneShot [08], PIRender [99], TPSMM
[1001, FOMM [I01], HeyGen [102], VQGAN [103], StyleGAN3 [104],
StyleGAN-XL {I05], DDPM [I07], SD-2.1 [I08], RDDM [109], PixArt-cc
[110], DiT-XL/2 [111], SiT-XL/2 [112], e4e [113]

Table

13: Protocol-4 training and testing algorithms.

Training Set

Testing Set

Deepfakes [55], FaceShifter [80], Neural-
Textures [58], Face2Face [56]], FSGAN
[811l, SimSwap [82, BlendFace 83, e4s
[84]l, FaceDancer [83]l, MobileSwap [86],
InSwapper [87], UniFace [[88], FaceSwap
[57], Sadtalker [00), MRAA [O1], LIA
921, FS_vid2vid [93], Wav2Lip [94],
DaGAN [93]l, Hyperreenact [96], MC-
Net [97], OneShot 98], PIRender [99),
TPSMM (100], FOMM [I01], HeyGen
{102], VQGAN StyleGAN3 {1041,
StyleGAN-XL {103], DDPM SD-
2.1 [108], RDDM [109], PixArt-cx [L10],
DIT-XL/2 [I11], SIT-XL/2 [[12], ede
113

ATVG-Net [T17], FirstOrderMotion [IT8]l, Talking-headVideo [L19]l, DiscoFaceGAN [120], MaskGAN
[121ll, SC-FEGAN [[122l, MMreplacement [14], DSS [14], SBS [14], FaceAPP [123], StyleGAN [[124],
ProGAN [125], MMDGAN [126], SNGAN [127], CramerGAN [128], InfoMax-GAN [129], SSGAN [130l,
AttGAN [131], Adobe Firefly [132), DALL-E3 [133], Freepik [[134]), Leonardo AI [135], Starry Al 1136,
DALLE 1 [137], Deep Al [138], Hotpot AI [139), FLUX.1 [140}, FLUX 1.1 Pro [I41], SD 3.5 Large
[142]], SD XL Turbo [142], NVIDIA Sana PAG [143]], Stable Cascade [144], SD Attend&Excite [143],
Hunyuan-DiT [146], Midjourney [147], SD XL [148]l, FreeDoM_T [149], HPS [150], SDXL Refiner [148],
DreamBooth [I31], DiffFace [152], DCFace [153], Imagic [154], CollabDiff [I53], CycleDiff [156], PNDM
{1571, P2/ADM [158], LDM [142], SD v1.5 {142], SDEdit [159], DiffSwap [160], Qwen-Image (1], BAGEL
[20], HunyuanImage-2.1 [21ll, HunyuanImage-3.0 [22]], Infinity [23]l, Hart [24], Nano Banana [2], GPT-40
125]
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Table 14: ACC on 59 new algorithms in Protocol-1.

| Basic Backbone |  Finetuned CLIP | Reconstruction-based |  Frequency-domain | LatentSpace | Representation | Aug Adv.
Algorithm Xception  Eff-B4 | CLIP-L-FFT  Effort | RECCE SBI F3Net SRM  SPSL | ProDet LSDA | UCF  IID  CORE | sladd
GT] [} Gl 62] 631 ] 70l

ATVG-Net [[T7] 07110 07480 0.7601 08360 | 07412 07588 07037 0.5620 | 0.6876 07553 | 0.7827 07287 07453 | 07494
FirstOrderMotion [TT8] 07910 07955 0.8190 08679 | 07922 08116 07681  0.6698 | 0.7347 08019 | 0.8256 07811 08069 | 07743
05541 05997 06177 07717 | 05593 05491 | 05514 05214 06152 | 06181 05996 | 05390 0.5203 05782 | 0.5863
05252 0.5430 05837 05824 | 04954 04823 | 05072 05006 05359 | 04819 04863 | 0.5064 04751 05206 | 04821
DiscoFaceGAN (I20] 08069 0.8244 0.8138 08565 | 0.8161 07264 | 0.8394 07673  0.6821 | 07516 08086 | 0.8346 07829 08214 | 07948
MaskGAN [I211 06173 0.6460 0.8086 08616 | 0.6484  0.6246 | 0.6376 06445 0.6002 | 06572 0.6472 | 06839 0.6640 0.6631 | 0.6918
SC-FEGAN (122] 07311 07459 0.7254 08021 | 07399 08052 | 0.8093 06717 05063 | 06104 07270 | 07872 07304 07634 | 0.7231
Dss (1] 08111 07979 0.8200 08667 | 07928 07761 | 0.8092 07677 0.6790 | 07567 0.8233 | 0.8122 0.8060 0.8241 | 0.8012
06126 05893 0.6942 07637 | 05975 05593 | 0.6047 05809 05747 | 05801 0.5697 | 05987 0.5896 0.6006 | 0.6051
05560 0.7267 06308 07367 | 0.6335 05168 | 0.6448 05484 04916 | 04890 06435 | 0.6634 06213 05918 | 0.6145
ProGAN 05541 07232 0.7725 08750 | 0.6100 05755 | 0.6158 06062 05173 | 05133 05827 | 06427 05956  0.5704 | 0.5802
StyleGAN [124] 05000 07153 0.5854 0.8099 | 0.6101 05109 | 05625 0.6077 04867 | 04977  0.6090 | 0.5716 0579 05345 | 06243
MMDGAN 0409 05946 0.7205 08763 | 04512 05276 | 05204 03906 05801 | 04281 04994 | 05341 04459 04561 | 03723
SNGAN 04159 05926 0.6548 08749 | 04400 05509 | 0.5003 03937 05648 | 04312 04763 | 05304 04501 04596 | 0.3769
CramerGAN 04516 05877 0.7561 08762 | 04916 05543 | 0.5497 04759 0.6040 | 04802 05461 | 0.6068 0.5379 05141 | 04135
InfoMax-G. 05495 04752 07118 08763 | 05206 05226 | 0.5438 04862 06310 | 04635 06118 | 0.5841 05427  0.6579 | 0.4907
SSGAN 05381 04460 0.7377 08763 | 05206 05254 | 05372 04518  0.6335 | 04282 05800 | 05713 05709 0.6449 | 04873
AUGAN [I31] 05065 0.6767 0.7662 08727 | 05196 04769 | 0.6360 04530 05235 | 03348  0.5950 | 0.6664 04697 0.5448 | 0.4067
Adobe Firefly [T32] 05697 05195 05378 04795 | 05819 03862 | 06133 05712 05079 | 03882 06731 | 0.5712 06163 05991 | 05712
Dall-E 3 07122 0.6403 0.7086 05911 | 0.6983 04351 | 07768 06434 0.6039 | 05480 08758 | 0.6660 0.8199 07814 | 0.7358
Flux.1.1 Pro 05055 04672 0.4446 03916 | 05554 03095 | 0.5464 05131 04567 | 05504 07021 | 04889 0.6704 05943 | 0.5973
05479 04830 0.4810 03975 | 0.5850 03445 | 0.5839 04490 04073 | 0.5355 07111 | 0.5247 06596  0.6421 | 0.5901
Freepik [I34] 06917 05335 0.4404 04114 | 06717 02868 | 0.6472 06607 0.6241 | 05130 08263 | 05420 07437  0.6687 | 0.6687
Leonardo Al [I33] 04884 04178 0.4284 03891 | 05202 03649 | 05524 05756 04325 | 03664 0.6890 | 04587 05726  0.5917 | 0.5751
Stable Diffusion 3.5 {[422] | 0.5617  0.4990 0.5071 04337 | 05658 03741 | 0.5846 05347 04526 | 04888 07125 | 05209 05770 0.6177 | 0.6183
SD Attend&Excite 06222 05222 05192 05076 | 0.6242 03429 | 0.6621 05763 05556 | 04995 07687 | 05222 07066 0.6985 | 0.6323
Starry Al 05280 04710 04564 04081 | 05436 03703 | 0.5466 05718 05038 | 04378  0.6786 | 04932 0.5819 0.5844 | 0.5788
Dall-E | 07419 0.5897 07057 07651 | 07243 04698 | 07435 06815 05857 | 05565 0.8407 | 06502 0.7808 07802 | 0.7152
Deep Al [I38] 06122 05257 04728 04529 | 0.5791 03461 | 06392 05858  0.5405 | 0.5094 0.7863 | 0.5308 07089 06117 | 06178
Hotpot Al [139] 04600 04104 04154 04059 | 04825 02918 | 04830 05260 04840 | 03499  0.5586 | 04550 04685 04885 | 0.4740
Nvidia Sana PAG {143 06267 05360 0.5361 04619 | 0.6303 03208 | 0.6792 05237 04923 | 05324 08115 | 05458 07405  0.6900 | 0.6936
Stable Cascade [T44] 06734 05736 0.6295 04315 | 0.6759 04214 | 07067 06492 05736 | 05418 08191 | 06240 07303 07571 | 07314
Tencent Hunyuan [T 06970 0.6304 0.6126 05196 | 07077 03859 | 07626 06518 05857 | 05435 0.8485 | 0.6411 07809 07570 | 0.7240
Stable Diffusion XL 04671 04414 04837 04590 | 05354 03836 | 0.5073 0.6084 04822 | 04450 05510 | 04877 0.6089 0.5953 | 0.6204
Midjourney [T47] 06191 0.5692 0.5793 04037 | 0.6869 05073 | 0.6851 07123 0.6061 | 06151 0.6905 | 05093 07215  0.7283 | 0.7386
SDXL [148] 05975 05617 0.5998 05470 | 0.6794 05492 | 0.6948 07327 0.6004 | 06134 0.6722 | 05789 07489 07183 | 0.7280
SDXL._Refine [T48] 06294 05857 0.5659 04253 | 07154 05292 | 07134 07359 06099 | 06303 0.6825 | 0.6025 07801 07571 | 0.7283
FreeDoM_T 06815 0.6211 0.6235 08533 | 0.6485 03977 | 05679 07138 07699 | 06888 0.6919 | 0.6756 07105 07466 | 0.6273
T 06108 0.6307 0.6559 07448 | 0.6865 04502 | 0.6990 07205 0.6365 | 0.6603 0.6299 | 0.6287 07779 07132 | 0.6990
Imagic 04759 04099 0.5643 08499 | 04663 03167 | 03743 06037 04763 | 04748 04859 | 04115 0.5340 04567 | 0.6064
DreamBooth [I5T] 04712 05703 0.5625 05981 | 05557 04441 | 05731 06529 05007 | 05713 05829 | 04779 07010 05739 | 0.6657
DiffFace [I52] 04102 05492 0.7921 09087 | 03973 03377 | 03285 04516 06577 | 05133 04536 | 03779 03604 04259 | 0.4668
DCFace [I53] 07455 07963 0.8933 09129 | 07158 05285 | 07099 06511 07776 | 07203  0.6454 | 0.8466 07329 07834 | 0.5581
04383 03505 0.3603 08575 | 03207 03341 | 03239 03268 0.6618 | 05759 03803 | 04620 03989 0.5086 | 0.3615
04270 04869 0.6076 0.8490 | 04063 04929 | 04159 05154 06299 | 0.5430 04171 | 0.3875 04812 04468 | 0.5349

05406 05783 0.6165 07538 | 05365 05258 | 05385 05589 06258 | 05799  0.6093 | 06059 0.5426 0.5774

ADM 06484 05653 0.6307 08475 | 06112 04922 | 0.5969 05960 05870 | 05468 05354 | 06352 0.6713  0.6254

LDM {1221 07390 06316 0.6480 07572 | 07306 05716 | 0.6950 07054 0.6097 | 05757 07719 | 06838 07335 0.7674

SDv15_DS0.7 {142 05254 04295 0.4661 05996 | 05319 04907 | 0.5084 05628 05314 | 05041 05572 | 05033 05378  0.5466

05144 05101 0.5407 06350 | 05072 05276 | 05193 05117 05247 | 05256 05293 | 05226 05251  0.5083

07451 07068 08678 08760 | 07180 07505 | 0.6992 07206 0.6540 | 0.6480 06989 | 0.7508 0.6885  0.6816

06202 05302 0.4788 05518 | 06176 03203 | 0.6183 05364 05147 | 05053  0.6805 | 05663 0.6583  0.6069

GPT4o 06980 05569 04512 03971 | 07011 03111 | 06439 0.6480 04694 | 03829 07522 | 0.5306 0.6201  0.6995

Hart [24] 07104 06131 05715 06458 | 07245 04197 | 07204 06726 05876 | 05243 08361 | 06114 0.6936  0.7596

Hunyuanlmage-2.1 21] 06308 04724 04210 04053 | 05399 02956 | 0.5323 05407 04784 | 04830 0.6818 | 04866 07230  0.6005

Hunyuanlmage-3.0 [22] 06229 05439 04373 03890 | 06132 04059 | 0.5846 05890 04502 | 04790 0.6857 | 04955 0.6091  0.6527

Infinity 05722 05378 04716 04523 | 05914 03065 | 0.5469 05493 04996 | 04857 06590 | 0.5295 06864 0.5457

NanoBanana 07195 0.6500 0.6853 06313 | 07690 04847 | 07858 05690 04428 | 03692 07973 | 07720  0.6965  0.7630

Qwen-Image [T] 06390 05078 0.4340 04403 | 06115 03356 | 0.5977 05594 05194 | 05221  0.6704 | 05821 0.6793  0.6052
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Table 15: AUC on 59 new algorithms in Protocol-1.

| Basic Backbone |  Finetuned CLIP | Reconstruction-based |  Frequency-domain | LatentSpace | Representation | Aug Adv.
Algorithm Xception  Eff-B4 | CLIP-L-FFT  Effort | RECCE SBI F3Net SRM  SPSL | ProDet LSDA | UCF  IID  CORE | sladd
GT] [} Gl 62] 631 ] 70l

ATVG-Net [[T7] 08039 0.8392 0.9452 09808 | 0.8267 08875 | 0.8246 08346 07674 | 09519  0.8559 | 0.8725 0.8331 0.8392 | 0.8996
FirstOrderMotion [TT8] 09016 0.8880 09734 09824 | 0.8925 07724 | 0.9000 08911 08559 | 0.8773 09034 | 09184 0.8844 0.9082 | 0.8910
05984 0.6486 0.6682 08397 | 05975  0.6163 | 0.6191 05438 06766 | 0.6627 0.6489 | 05970 0.5359 0.6316 | 0.6139

05622 05732 06284 06336 | 05038 04873 | 0.5467 05026 05384 | 04746 04908 | 0.5493 04624 05562 | 0.4672

DiscoFaceGAN (I20] 09160 09263 0.9490 09605 | 09213 0.8242 | 09243 09143 08895 | 09117 09159 | 09217 0.8847 09199 | 09143
MaskGAN [I211 06770 0.6936 0.9534 09721 | 07188 06725 | 07078 06945 07040 | 07414 07013 | 07563 07207 07333 | 0.7686
SC-FEGAN (122] 08917 08593 09618 09785 | 08393  0.8064 | 09129 08328 09313 | 08267 08191 | 09028 0.8988 0.9196 | 0.9503
Dss (1] 09175 0.8858 09715 09825 | 0.8878 08687 | 0.8922 08848 0.8863 | 09261 09132 | 09052 09108 09222 | 09274
06547 06141 0.7648 08195 | 0.6399  0.6167 | 0.6501 06262 06253 | 06078 05998 | 0.6516 0.6233  0.6546 | 0.6495

06123 0.8275 06324 07948 | 0.6386 05137 | 0.6968 06177 05079 | 0.5530 06744 | 0.6733 06395 0.6767 | 0.6358

ProGAN 06463 08108 0.8557 09837 | 0.6734 05924 | 07186 06494 04897 | 04711  0.6221 | 07220 0.6000 0.6741 | 0.5989
StyleGAN [124] 06231 07901 0.6421 09018 | 0.6873 05168 | 0.6796 06597 04429 | 04771 07065 | 0.6363 0.6009 0.6708 | 0.6440
MMDGAN 03996 06452 0.7981 09838 | 05249 05513 | 0.6727 03778  0.6299 | 03601 04951 | 0.6564 04151 0.6197 | 0.1836
SNGAN 03821 06415 0.7192 09750 | 05000 05800 | 0.6314 03824 06159 | 03672 04288 | 0.6248 04120 05879 | 0.1878
CramerGAN 05047 0.6380 0.8382 09885 | 0.6213 05877 | 07115 05089 06716 | 04173 05793 | 07447 05532 07054 | 0.2996
InfoMax-G. 05364 0.5086 07886 09915 | 05982 05492 | 0.6657 0.5457 07020 | 0.3867 06589 | 0.7009 0.5767 07348 | 04433
SSGAN 05358 04625 08157 09951 | 0.6106 05505 | 0.6561 04905 0.6965 | 03569 0.6185 | 0.6838 0.6084 07215 | 04244
AUGAN [I31] 05249 07304 0.8550 09836 | 0.6524 05025 | 07959 04880 05515 | 02655 0.6625 | 07958 04494 07137 | 02765
Adobe Firefly [T32] 05971 05032 05773 04660 | 05727 03648 | 0.6519 06280 05372 | 03787 07407 | 05127 0.6744 0.6295 | 0.6152
Dall-E 3 08002 07080 0.8067 06097 | 07870 04336 | 0.8616 07475 0.6590 | 06235 09562 | 07572 09090 08776 | 0.7963
Flux.1.1 Pro 05069 04519 04708 02318 | 0.6233 02184 | 0.5748 05508 04156 | 06158 08052 | 04264 07367 0.6324 | 0.6207
05623 04501 0.4933 02142 | 06475 03059 | 0.6318 04729 03660 | 05734 08185 | 04855 07338 0.6998 | 0.6197

Freepik [I34] 07294 05397 0.4656 03297 | 07470 01609 | 07223 07725  0.6336 | 05339  0.9020 | 05676 0.8255 07326 | 0.7154
Leonardo Al [I33] 05292 03679 04551 02345 | 05524 02984 | 0.6250 06134 03926 | 03150 07826 | 03237 0.6129  0.6565 | 0.6000
Stable Diffusion 3.5 {[42] | 0.5599 04554 0.5262 03971 | 05714 03363 | 0.6055 05780 04141 | 04953 07955 | 04464 0.6104 0.6390 | 0.6634
SD Attend&Excite 06803 05450 0.5803 04343 | 0.6767 03242 | 07613 06464 05834 | 05290 08658 | 05460 07743 07665 | 0.6837
Starry Al 05905 04656 0.4808 02489 | 05878 03100 | 0.6124 06216 04751 | 04267 07698 | 04462 0.6374 0.6400 | 0.6118
Dall-E | 08092 0.6280 07911 08377 | 07994 04720 | 0.8296 07756 06127 | 06279 09193 | 07160 08693 08518 | 0.7952
Deep Al (138 06660 0.5400 0.4981 03578 | 0.6418 02883 | 07212 0.6609 05489 | 05538 0.8878 | 05230 07786  0.6794 | 0.6548
Hotpot Al [139] 04349 03836 0.3484 02507 | 04490 02123 | 05070 05511 04359 | 02956 0.6054 | 03118 04945 04776 | 04854
Nvidia Sana PAG {143 07132 05527 0.6022 04275 | 07198 02873 | 07738 05847 04845 | 06194 09057 | 05677 0.8087 07643 | 0.7445
Stable Cascade [T44] 07215 05919 0.7254 03686 | 07330 04110 | 07660 07453  0.6020 | 06104 0.9060 | 0.6053 0.8225 0.8285 | 0.7893
Tencent Hunyuan [T 07969 0.6960 0.6787 04961 | 0.8028 03564 | 0.8464 07518 0.6030 | 06384 09343 | 07344 08673 08479 | 0.7797
Stable Diffusion XL 03972 04320 05021 03725 | 05497 03396 | 05231 06576 04393 | 04341  0.6074 | 04370 0.6446  0.6371 | 0.6629
Midjourney [T47] 07222 0.6405 0.7316 05210 | 07912 05298 | 0.8039 07892 05643 | 06374 07374 | 06254 07755 0.8410 | 0.7584
SDXL [148] 07003 06168 0.7376 06514 | 07912 05764 | 0.8090 08035 05709 | 06353  0.6959 | 07042 07929  0.8364 | 0.7464
SDXL._Refine [T48] 07007 0.6347 0.7198 05452 | 08128 05544 | 08127 08138 05847 | 06738 07041 | 07109 08287 08571 | 0.7515
FreeDoM_T 07287 06761 0.7434 08972 | 07589 04511 | 07164 07701 08303 | 06654 08014 | 0.8137 07665 08189 | 0.6699
T 07230 07110 0.7640 08005 | 07840 04839 | 0.8156 07933 05914 | 06734 07080 | 07517 08070 0.8264 | 0.7116
Imagic 06744 04992 06182 08836 | 05902 03070 | 05822 0.6465 05105 | 04858 04714 | 05785 0.5900 07153 | 0.6405
DreamBooth [T5T] 06603 0.6592 0.6881 0.6636 | 0.6901 04616 | 07412 07014 04564 | 05268 0.6518 | 0.6641 07285 07548 | 06553
DiffFace [I52] 04923 0.6292 0.8766 09838 | 05526 03257 | 04855 04624 0.6284 | 04369 05701 | 05708 03910 05710 | 0.5070
DCFace [I53] 07933 08501 09573 09939 | 07963 05603 | 0.8382 07014 0.8400 | 06633 07613 | 09245 07903 08514 | 0.5513
04588 0.4067 0.4556 09062 | 04212 03551 | 04023 03334  0.6909 | 05037 05734 | 06516 04818 05960 | 0.3732

05249 05674 07193 09037 | 05283 05176 | 0.5918 05136 05984 | 04880 04986 | 0.5463 0.5446  0.6180 | 0.5767

05684 06129 0.6692 08244 | 05973 05453 | 0595 0.6155 07167 | 06167 0.6842 | 07166 0.5499  0.6697 | 0.5778

ADM 06666 05720 0.6854 09354 | 0.6534 04889 | 0.6375 06485 0.6499 | 05910 05637 | 06917 07364 0.6404 | 0.6274
LDM {1221 07994 0.6709 0.7131 08286 | 0.8025 05993 | 07549 08225 0.6641 | 06418 08505 | 07562 0.8225 0.8352 | 08121
SDv15_DS0.7 {142 05266 03723 04341 06340 | 05530 04981 | 05101 05914 05349 | 04869 05656 | 05303 0.5653 05714 | 0.5471
05015 05077 0.5543 06705 | 04993 05407 | 05186 05212 05379 | 05427 05275 | 05394 05288 05057 | 0.5372

08137 0.7800 09673 09967 | 07943 09058 | 0.7855 0.8593 07863 | 0.8600 07781 | 0.8404 07544 07376 | 08174

06108 05182 0.4209 05319 | 0.6551 02476 | 0.6412 05972 05178 | 05597 07387 | 0.5650 07264 05926 | 05560

GPT4o 0.7467 05716 0.4356 03226 | 07666 02116 | 07243 07107 04243 | 03541 08383 | 05770 0.6763 07529 | 0.6100
Hart [24] 07692 0.6405 0.6192 06771 | 07882 04062 | 07973 07620 06179 | 05636  0.9095 | 0.6804 07755 0.8328 | 0.7320
Hunyuanlmage-2.1 21] 06551 04533 0.2828 02900 | 0.5621 01172 | 05228 05947 04416 | 04890 07542 | 0.4861 08036 06255 | 05168
Hunyuanlmage-3.0 [22] 06649 05458 04011 02300 | 0.6633 03691 | 0.6386 0.6445 04198 | 04486 07712 | 04674 0.6677 07020 | 0.5042
Infinity 05631 05195 04206 04065 | 0.6310 02004 | 0.5319 06123 04793 | 04917 07347 | 05233 07614 05401 | 0.5501
NanoBanana 08167 06745 0.4688 03986 | 0.8011 02802 | 07655 07794 0.5821 | 04988  0.8854 | 0.6649 08562 08536 | 06503
Qwen-Image [T] 06479 04759 0.3464 03278 | 0.6278 02564 | 0.6192 06415 05315 | 05823 07426 | 05856 0.7608  0.6033 | 0.5696
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Figure 9: Visualization of 8 synthesized algorithms.
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Prompt ID

Textual Description Prompt

1

The individual has shoulder-length brown hair styled with soft waves. They wear dangling earrings
and a necklace, suggesting a formal or semi-formal occasion. Their expression is serious, with slightly
parted lips as if mid-speech, indicating engagement in conversation. The posture appears upright,
though only the head and shoulders are visible. The background is softly lit, featuring neutral tones
that suggest an indoor setting, possibly a studio or event space. The overall appearance conveys
professionalism and poise.

The individual has short, tousled brown hair and a stubbled beard, giving him a rugged appearance.
His eyes are partially closed, and he has a slight smile, suggesting a relaxed or content mood. He is
wearing a dark, casual shirt. The background is dimly lit, with indistinct shapes and colors, possibly
indicating an evening event or gathering. His posture appears casual and confident.

The individual has short, graying hair with a receding hairline, a light beard, and a relaxed smile. His
eyes are partially squinted, suggesting a friendly demeanor. He wears a black shirt and stands upright
with a casual posture. The background features a blurred image of a desert landscape, possibly from a
movie poster, indicating the setting might be a film-related event. The overall atmosphere is informal
and approachable.

The individual has short, dark brown hair with a slight wave, styled neatly. Their face is oval-shaped
with a strong jawline, and they have a calm, neutral expression. They are wearing a dark blue sweater
over a white shirt. The posture is relaxed yet confident, leaning slightly forward. The background is
blurred, suggesting an indoor setting with warm lighting, possibly a studio or home environment. The
overall mood is serene and composed.

The individual wears a vibrant red and green patterned headwrap, complementing his blue shirt with
a floral design. His face is adorned with a warm smile, showcasing a friendly demeanor. He has a
robust build and appears to be in mid-conversation, suggesting an engaging personality. The blurred
background hints at a public or social setting, possibly an event or gathering. His posture is upright,
exuding confidence and approachability. The overall image conveys a sense of cultural pride and
community involvement.

The individual has light skin, brown hair tied back, and is smiling widely, showing teeth, with eyes
slightly squinted in joy. Their posture suggests movement, possibly dancing or celebrating, as one
hand is raised near the face. The background is a bright blue sky, indicating an outdoor setting during
daytime. The overall impression is one of happiness and spontaneity, captured in a candid moment.

The individual has shoulder-length blonde hair, a warm smile, and a friendly demeanor. Their
posture is upright, exuding confidence. The background suggests an indoor setting with blurred
elements, possibly a professional or social event. The person appears approachable and engaged,
likely participating in a formal gathering or interview. Their attire seems professional, aligning with
the setting’s formality.

The individual has neatly combed dark hair, a sharp jawline, and a serious expression, suggesting
contemplation or concern. He wears a gray blazer over a white shirt with a red tie, indicating formality.
His posture is upright, exuding confidence. The background appears to be an indoor setting with
soft lighting, possibly a studio or office, enhancing the focus on his face. The overall image conveys
professionalism and intensity.

The individual has short, dark hair with a slight smile, showcasing a friendly demeanor. His eyes are
bright and engaging, suggesting confidence. He wears a light blue shirt, indicating a casual setting.
The background is blurred, with indistinct figures and warm lighting, hinting at a social or public
event. His posture is upright, exuding ease and approachability. The overall impression is one of
warmth and sociability in a relaxed environment.

The individual has shoulder-length blonde hair with subtle highlights, styled in soft waves. Their
face is oval-shaped with a calm, composed expression, featuring light-colored eyes and a neutral
mouth. They are wearing a dark top with a visible red stripe on the shoulder. The posture is upright,
suggesting confidence or attentiveness. The background is blurred with blue tones, possibly indicating
an indoor setting with professional lighting, emphasizing the subject as the focal point.

Table 16: Detailed textual description prompts (Prompt 1-10) adopted in our experiments.
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